SO KH&CN BINH PINH CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM THONG TIN - UNG DUNG Poc 1ap — Tw do — Hanh phiic
KHOA HQC VA CONG NGHE

86276 /Qb-TTUD Binh Dinh, ngay28 thang 10 nim 2024

‘ QUYET PINH
Vé viéc ban hanh Quy ché bao dam an toan thong tin
cia Trung tim Thong tin - Ung dung KH&CN Binh Dinh

,GIAM POC TRUNG TAM‘
THONG TIN - UNG DUNG KHOA HQC VA CONG NGHE

Can cu Luat Cong nghé thong tin ngay 29/6/2006;
Can cu Luat An toan thong tin mang ngay 19/11/2015;

Can cir Quyét dinh so 22/2021/0P-UBND ngay 11/6/2021 ciia Uy ban
nhan dan tinh Binh Binh vé viéc ban hanh quy ché bao dam an toan thong tin
mang trong hoat dong ung dung cong nghé thong tin cua cdac co quan nha nuwoc
trén dia ban tinh Binh Dinh,

~ Can cik Quyét dinh s6 3166/QOP-UBND ngdy 04/09/2019 ciia UBND tinh
vé viéc Ban hanh Quy ché To chirc va hoat dong cua Trung tdm Thong tin - Ung
dung khoa hoc va cong nghé Binh Dinh truc thuéc So Khoa hoc va Cong nghé,

Xét dé nghi ciia Phu trach phong Théng tin — Thong ké.

QUYET PINH:

Diéu 1. Ban hanh “Quy ché bao dam an toan théng tin cua Trung tim
Thong tin - Ung dung khoa hoc va cong nghé Binh Dinh”.

Diéu 2. Quyét dinh nay c6 hiéu luc ké tir ngay ky.

Piéu 3. Phuy trach cac Phong, Tram, vién churc va lao dong hop dong cua
Trung tam chiu trach nhi€m thi hanh Quyét dinh nay./.
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SO KH&CN BIiNH BINH CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM THONG TIN - UNG DUNG Doc 1ap — Tu do — Hanh phic
KHOA HQC VA CONG NGHE

QUY CHE
Bio dam an toan thong tin ciia Trung tAm Théong tin - Ung dung KH&CN
(Kém theo Quyét dinh s6  /OP-TTUD ngay  thdang 10 nam 2024
ciia Trung tam Thong tin - Ung dung KH&CN)

Chuong I
QUY DINH CHUNG

Piéu 1. Muc dich bio dam an toan, an ninh thong tin

1. Giam thiéu duoc cac nguy co gy sy c6 mat an toan thong tin va dam
bdo an ninh thong tin trong qua trinh tac nghi€p cua vién chirc va lao dong hop
dong.

2. Cong tac dam bdo an toan, an ninh thong tin, bdo mat trén moi trudng
mang 1a mét trong nhiing nhiém vu trong tam dé dam bao thanh cong trong viéc
ung dung cong nghé thong tin trong hoat dong ciia Trung tdm Thong tin - Ung
dung KH&CN.

Diéu 2. Phan nhém sw ¢6 an toan thong tin mang

1. Tén cong mang: Tan cong 1am qua tai hé thong, gdy gian doan dich vu,
thuong do 16 hong bao mat chua dugc va.

2. Ma d(f)c/ph?ln mém ddc hai: Phidn mém ddc hai tu sao chép, pha huy hoac
ma hoéa dir 1i¢u, doi khi doi tién chudc dé giai ma.

3. Mét mat/ro ri dir liéu: Mat dit liéu quan trong hodc 1o ri thong tin do 16
hé thong hoac hanh vi sai.

4. Chinh sach/quy trinh: Vi pham quy dinh an ninh nhu sir dung phan mém
khong hop phap hodc quan 1y dit liéu khong diing.

5. Tan cong x3 hoi: Lira ngudi dung cung cép thong tin c4 nhan hoic
quyén truy cap.

Pi¢u 3. Pham vi, dbi twong ap dung

Quy ché nay ap dung dbi véi tat ca cac vién chirc, lao dong hop dong khi
tham gia khai thac, st dung hé thong cong nghé thong tin cua Trung tam.



Chuong 11
QUY PINH PAM BAO AN TOAN, AN NINH THONG TIN

Piéu 4. Cac bién phap quin ly van hanh trong cong tic dam bao an
toan, an ninh thong tin

1. Béi véi Lanh dao Trung tdm va Lanh dao phong:

a. Trang bi déy du cac kién thirc bao mat co ban 9h0 vién chure, lao dong
hop dong trudce khi cho phép truy nhap va st dung hé thong thong tin.

b. B tri can bo chuyén trach vé an toan hé thong thong tin.

c. Xac dinh va phan b kinh phi chi thuong xuyén can thiét cho cac hoat
dong lién quan dén viéc bao vé hé théng thong tin, thong qua viéc dau tu cac
thiét bi tuong lira, cic chuong trinh chng thu ric, phan mém diét vi rat may
tinh trén cic may tram, may chu va cac cong viéc khac c6 lién quan dén viéc bao
dam an toan, an ninh thong tin.

d. B6 tri it nhat 01 may vi tinh riéng, khong két néi mang ndi bd va mang
Internet dung dé quan ly, soan thao cac tai liéu mat theo quy dinh.

2. B6i véi can bo chuyén trach cong nghé thong tin tai Trung tam:

a. Tham muu chuyén mén va van hanh an toan hé thong thong tin cia
Trung tAm, trién khai cac bién phap bao dam an toan, an ninh thong tin cho tat
ca vién chirc, nguoi lao dong trong Trung tdm. Thuong xuyén ty nghién ciru,
cap nhat cac kién thic vé an toan, an ninh thong tin, nguy co tiém an co thé giy
mat méat thong tin va cac bién phap phong tranh khi tién hanh cac hoat dong
quan ly hay k¥ thuat nghiép vu.

b. Thudng xuyén cap nhat ciu hinh chuan cho cac thanh phan cta hé thong
thong tin, thiét 1ap cau hinh chat ché nhat cho cac san pham an toan thong tin
nhung van duy tri yéu cau hoat dong ctuia hé thong thong tin.

c. Khi t6 chirc cau hinh hé théng thong tin chi cung cép nhiing chirc ning
thiét yéu nhat, xac dinh 16 cac chtrc nang, cong giao tiép mang, giao thuc va
dich vu khong can thiét dé cAm hodc han ché khong stir dung.

d. Thuong xuyén thuc hién viéc theo ddi ban ghi nhat ky hé thdng va céc
su viéc khac co lién quan dé danh gia, bao cao cac rui ro va mirc do nghiém
trong cac rui ro do. Cac rui ro do6 co thé xay ra do su truy cap trai phep, su dung
trai phép, mat, thay doi hodc pha hity thong tin va hé thong thong tin.

e. Kiém soat chit ch& cai dit phdn mém vao may tram va may chu.

3. Bdi véi vién chuc, lao dong hop dong:

a. Thuong xuyén cap nhat nhitng chinh sach, thu tuc an toan thong tin cua
Trung tam cling nhu thuc hién nhitng huéng dan vé an toan, an ninh thong tin
cua can by chuyén trach cong nghé thong tin.



4

b. Han ché viéc sir dung chtrc ning chia sé tai nguyén, khi sit dung chirc
nang nady can bat thudc tinh bao mat bang mat khau va thuc hi¢n viéc thu hoi
chtrc nang nay khi da st dung xong.

c. Cac may tinh khi khong sir dung trong thot gian dai (qué 4 gio lam viéc)
can tat may hodc ngung két ndi mang, dé tranh bi cac hacker loi dung, st dung
chuic nang diéu khién tir xa ding may tinh ctia minh tan cong vao cac hé thong
thong tin khac.

d. Khi m& céc tap tin dinh kém theo thu dién tir, néu biét rd ngudi giri thu
thi phai luu tap tin vao may tinh rdi quét vi rat may tinh trudc khi mo, khong
dugc md cac thu dién tir c6 tap tin dinh kém c6 ngudn gdc khong rd rang vi rat
c6 thé ¢6 vi rit may tinh, phan mém gian diép duoc dinh kém theo thur.

e. Phai dat mat khau truy nhap vao may tinh cia minh, dong thoi thiét 1ap
ché d6 bao vé tit man hinh c6 str dung mat khau bao vé sau mot khoang thoi
gian nhat dinh khéng sir dung may tinh. St dung cac thiét bi luu trir (usb, 6 clng
gan ngoai...) an toan, dung cach dé phong ngtra virus, phan mém gian diép xam
nhap may tinh: khi gin thiét bi luu trit vao may tinh, khong duogc truc tiép truy
cap ngay ma phai quét vi rut trude.

Piéu 5. Cac bién phap quin ly k§ thuit cho cong tac dam bio an toan,
an ninh thong tin

1. T6 chirc md hinh mang: Cai dat, c4u hinh, t6 chuc hé théng mang theo
mod hinh Clients/Server, han ché sir dung mo hinh mang ngang hang. Khi thiét
1ap cac dich vu trén moi trudng mang Internet, chi cung cip nhirng chirc ning
thiét yéu nhat bao dam duy tri hoat dong cia hé théng théng tin.

2. Quan 1y hé théng mang khong day: Khi thiét 1ap mang khong day dé két
ndi véi mang cuc bo thong qua cac diém truy nhap (Access Point), can thiét lap
cac tham sO nhu: tén, SSID, mat khau, ma hoa dix liéu va thong bao cac thong
tin lién quan dén Access Point dé co quan st dung.

3. T6 chtc quan 1y tai khoan cua cac hé thong thong tin, bao gdm: Tao
mdi, kich hoat, stra d6i, vo hiéu hoa va loai bod cac tai khoan. Pong thoi to chuc
kiém tra cac tai khoan cua hé théng thong tin it nhat 06 thang/1 1an va trién khai
cac cong cu tu dong dé hd tro viéc quan 1y cac tai khoan cua hé thdng thong tin.
Huy tai khoan, quyén truy nhap hé théng thong tin, thu hoi lai tat ca cac tai san
lién quan t&i hé thong thong tin (khoa, thé nhan dang, thu muc luu trir) ddi voi
vién chtrc, nhan vién da chuyén cong tac, chim dut hop ddng lao dong.

4. Quan ly diang nhap hé thdng: Cac hé thdng thong tin can gi6i han s 1an
dang nhap sai lién tiép. Hé théng tw dong khoa tai khoan hodc ¢6 lap tai khoan
trong mdt khoang thoi gian nhat dinh trude khi tiép tuc cho ding nhép néu lién
tuc dang nhép sai vuot qua sb lan quy dinh. T6 chirc theo ddi va kiém soat tat ca
cac phuong phap truy nhip tir xa t6i hé théng thong tin bao gém ca sy truy nhap
¢ chirc ning quan tri, ting cudng viée st dung mang riéng 4o khi c6 nhu ciu



lam viéc tur xa; yéu cau nguoi su dung dat mat khau vé&i d6 an toan cao, giam
sat, nhac nhd khuyén cao nén thay doi thuong xuyén mat khau. Hé théng thong
tin can ¢ co ché kiém tra, cho phép g véi mdi phuong phép truy nhap tir xa
va co ché tu dong giam sat, diéu khién céc truy nhap tir xa.

5. Quan ly Logfile: H¢ thong thong tin can ghi nhan cac su kién can thiét
phuc vu qua trinh kiém soat: qua trinh dang nhap hé thdng, cac thao tic cAu hinh
hé thdng, qué trinh truy xuat hé thong; ghi nhan day du cac thong tin trong cac
ban ghi nhat ky dé xac dinh nhimg sy kién nao da xay ra, ngudn gbc va cac két
qua cta su kién dé c6 co ché bao vé va luu giit nhat ky trong mot khoang thoi
gian nhét dinh.

6. Chéng mi doc, vi rat: Lua chon, trién khai cac phén mém chéng vi rut,
thu réc trén cic mdy chil, cac thiét bi di dong trong mang va nhiing hé thong
thong tin xung yéu nhu: Céng thong tin dién tu, thu dién tir, mot ctra dién tu...
dé phét hién, loai trir nhitng doan ma doc hai va ho tro ngudi stir dung cai dit cac
phan mém nay trén may tram. Thuong xuyén cap nhat cac phién ban méi, cac
ban va 15i cta cac phan mém chdng virus dé bao dam chwong trinh quét vi rat
clia co quan trén cic may chi, may tram ludn duoc cdp nhat mai nhét, phu hop
v6i quy trinh va chinh sach quan 1y hé thong thong tin cua td chire, thiét 1ap ché
d6 quét thuong xuyén it nhat 1 hang tudn.

7.T6 chirc quan ly tai nguyén: Kiém tra, giam sat chirc ning chia sé thong
tin. T6 chirc cap phat tai nguyén trén may chu theo danh muc thu myc cho tung
phong/tram; khuyén céo ngudi sir dung can nhéc viéc chia sé tai nguyén cuc bd
trén may dang st dung, tuyét ddi khong duoc chia sé toan b 6 cing. Khi thuc
hién viéc chia sé tai nguyén trén may chu hodc trén may cuc bd nén str dung mat
khau dé bao v¢ thong tin.

8. Thiét 1ap co ché sao luu va phuc hdi may chu, may tram

a. Pbi véi may tram, may chu: Thye hién viée sao luu dir liéu nhu he diéu
hanh, cic phdn mém Gng dung, phan mém chuyén nganh, co s¢ dir liéu chuyén
mon, quan trong phuc vu cong tac ciia Trung tAm bang cac phan mém chuyén
dung.

b. P6i véi may chu: Bao dam thiét 1ap co ché sao luu va phuc hdi hé thong
clia may chu.

9. Xu ly khan cap: Khi phat hién hé thdng bi tan cong, thong qua cac déu
hiéu nhu 1u0ng tin ting 1én bt ngo, noi dung trang chu bi thay d6i, hé théng
hoat dong rat cham khac thudng, can thyc hién cac budc co ban sau:

a. Budc 1: Ngit két néi may chu ra khoi mang.

b. Budc 2: Sao chép logfile va toan bd dir liéu cua hé théng ra thiét bi luu
trtr (phuc vu cho cong tac phan tich).

~ ¢. Budc 3: Khoi phuc hé théng bang cach chuyén dir liéu (backup) méi
nhat dé hé thong hoat dong.
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d. Budc 4: Bao co bang vin ban cho co quan cip trén quan Iy truc tiép.

10. H¢ théng thong tin can co co ché ngan chan hoac han ché cac su cb gay
ra do tan cong tir chdi dich vu (DoS, DDoS).

Piéu 6. Quy trinh ng ciru sy ¢é an toan thong tin mang

1. Cac don vi, ca nhan khi phat hi¢n dau hiéu tin cong hoac su ¢d an toan
thong tin mang can nhanh chéng bao cho don vi van hanh hé thdng thong tin
(thong qua chuyén trach cong ngh¢ thong tin). Chuyén trach cong nghé thong tin
c6 trach nhiém cép nhat, tong hop va bao céo don vi co quan quan 1y nha nudc
trong truong hop can thiét.

2. Khi xay ra sy ¢ an toan thong tin mang thudc loai hinh tan c6ng mang
thue hién bao cao theo quy dinh tai Pidu 11 Quyét dinh s6 05/2017/QD-TTg va
Diéu 9 Thong tu 20/2017/TT- BTTT. Trach nhiém cia cac don vi khi phat hién,
tiép nhan xac minh, xir Iy ban dau va phan loai sy cb an toan thong tin mang
theo quy dinh.

3. Quy trinh Ung ctu sy c¢b an toan thong tin mang theo quy dinh tai Diéu
13, bicu 14 Quyét dinh s0 05/2017/QD-TTg, Bicu 11 Thong tu s6 20/2017/TT-
BTTTT.

Piéu 7. X4y dung, ra soat, cip nhit, bo sung Quy ché

Dinh ky 02 ndm hozc khi cé thay dbi chinh sach an toan thong tin kiém tra
lai tinh phu hop va thyc hién ra soat, cap nhat, bd sung Quy ché bao dam an toan
thong tin.

Piéu 8. Biao dam ngudn nhin luc

1. Can bd chuyén trach duoc tuyén dung vao vi tri lam viéc vé an toan
thong tin c6 trinh d9, chuyén nganh vé linh vuc cong nghé thong tin, an toan
thong tin, phu hop véi vi tri tuyén dung.

2. Can by chuyén trach dugc dam bao cac diéu kién hoc tap, tiép can cong
nghé¢, kién thuc an toan bdo mat thong tin trudc khi tién hanh cac hoat dong
quan ly hay k¥ thuat nghiép vu.

3. Thudng xuyén td chirc, pho bién cac quy dinh vé dam béo an toan thong
tin, nhdm nang cao nhan thirc vé trach nhiém dam bao an toan thong tin cho to
chtrc ¢4 nhan sir dung hé thdng thong tin do don vi quan 1y.

Piéu 9. Thué khoan dich vu cdng nghé thong tin

1. C6 bién ban, hop dong va cac cam két ddi voi bén thué khoan cac ndi
dung lién quan dén vi¢c thué khoan dich vu cong nghé thong tin.

2. Nha phat trién phai cam két cung cp cc ban va 16i bao mat va ban cap
nhat kip thoi khi ¢6 phat hién 16 hong hodc 101 phat sinh tir phan mém.

3. Thuc hién kiém thir hé thong trudc khi dua vao van hanh, khai thac st
dung:
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a. Truoc khi dua h¢ thong vao van hanh, tat ca cac thanh phan phan mém,
phan ctirng va cac két ndi mang phai trai qua qua trinh kiém thir toan di¢n dé
dam bao tinh 6n dinh va an toan.

7 b. Quy trinh kiém thu phai du’qc 1ap ké hoach chi tiét, pao gém pham vi
kiém thur, cong cu va phuong phap kiém thir duge sir dung (kiém thu chire nang,
kiém thir bao mat, kiém thir toc do tai, ...)

c. Ngoai viéc kiém thir trude khi dwa vao sir dung, h¢ thong cling can duogc

kiém thir dinh ky, dic biét 1a sau cac ban cdp nhat phan mém hodc thay dbi cAu
truc.

d. Can bd chuyén trach vé An toan hé thdng thong tin co trach nhi¢m thyuc
hién tho nghi€ém va nghiém thu hé thong, chiu trach nhiém dam bao rang hé
théng dugc trién khai mot cach an toan, bao mat, va dap tmg cc yéu cau phap
1y va tiéu chudn an toan thong tin, tir giai doan thir nghiém cho dén khi hé théng
duoc dua vao st dung chinh thuec.

~ Diéu 10. Phuong 4n Két thiic vin hanh, khai thac, thanh 1y, hily bé hé
thong thong tin

Ngit két n6i hé thong, sao luu dit lidu trudc khi g& bé néu can, phai xo4 dir
li¢u, ghi de dir li€u, dinh dang 6 cing trén thiét bi theo quy dinh bao méat. Mot s
truong hgp ddc biét co thé can phai pha huy vat 1y thiét bi/vat luu trit trude khi
bo di.

] _Chuong III
TRACH NHIEM PAM BAO AN TOAN, AN NINH THONG TIN

Pi¢u 11. Trach nhiém ciia cic phong, tram

1. Lanh dao cac phong, tram thugc Trung tdm cé trach nhiém td churc thuc
hién, pho bién, trién khai Quy ché niy dén toan thé vién chirc va ngudi lao dong
chiu trach nhiém trude Lanh dao Trung tdm trong cong tac bdo vé an toan, an
ninh thong tin ctia co quan, don vi minh.

2. Khi ¢6 su ¢b hodc nguy co mét an toan thong tin phai kip thoi phéi hop
v6i Phong Thong tin — Thong ké ap dung moi bién phap dé khac phuc va han
ché thiét hai, vu tién st dung lyc lugng k¥ thuat an toan, an ninh thong tin cia
co quan va 1ap bién ban, bao cdo bang van ban cho co quan cip trén quan 1y truc
tiép.

3. Phéi hop chit ch& véi co quan Cong an trong cong tac phong ngira, ddu
tranh, ngan chdn cac hoat dong xam pham an toan, an ninh thong tin. Tao diéu
kién thuén l¢1 cho cac co quan chirc nang tham gia khic phuc su ¢ va thuc hién
dung theo huéng dan.



4. Phong Thong tin va Théng ké hang ndm cir can bo tham gia cac 16p dao
tao, tap hudn vé cong tac bao dam an toan thong tin mang do co quan cap trén to
chtic va tuyén truyén vé an toan thong tin mang trong cong tac quan ly nha nudc
trén dia ban tinh.

5. T6 chirc thuc hién, kiém tra dinh ky hodc dot xuét vé cong tac dam bao
an toan thong tin mang, an ninh mang trong pham vi quan ly cua phong, tram.
Kip thoi phét hién va khac phuc nhiing thiéu sot, so ho vé cong tac dam bao an
toan thong tin mang, an ninh mang trong tirng phong/tram. Chu dong xay dung
du todn kinh phi phuc vu cong tac ddm bao an toan thong tin mang, an ninh
mang theo quy dinh hién hanh.

Piéu 12. Trach nhiém ciia vién chirc, lao dong hop dong
1. Trach nhiém ctia can bd chuyén trach an toan an ninh thong tin

a. Chiu trach nhiém trién khai cac bién phap quan Iy van hanh, quéan 1y k¥
thuat, tham muu xay dung cac quy dinh dam bao an toan, an ninh thoéng tin cho
H¢ thong thong tin ciia Trung tdm theo Quy ché nay.

b. Phoi hop véi cac ca nhan, don vi ¢6 lién quan trong viéc kiém soat, phat
hién va khac phuc céc su cd an toan, an ninh thong tin.

2. Trach nhiém cua vién chirc, lao dong hop dong

a. Nghiém chinh thi hanh cac quy ché noi bo, quy trinh vé an toan, an ninh
thong tin cua Trung tdm ciling nhu cac quy dinh khac cua phéap luat, nang cao ¥
thirc canh gidc va trach nhi¢ém dam bdo an toan thong tin, an ninh mang tai
Trung tam.

b. Khi phat hién sy c¢b phai bao cao ngay véi cap trén va bo phan chuyén
trach dé kip thoi ngan chan, xu ly.

c. Thuc hién cac bién phap dam bao an toan thong tin mang, an ninh mang.
d. Str dung thong tin, dir liéu ding muc dich, ding quy dinh.
Chuong IV
TO CHUC THUC HIEN
Piéu 13. T6 chirc thuc hién Quy ché

1. Truong cac phong/tram, Lanh dao Trung tam c6 trach nhiém t6 chiic
thuc hién Quy ché nay.

2. Quy ché ‘nay c6 hiéu luc ké tir ngay ban hanh. Trong qua trinh thyc hi¢n
néu co nhing van dé vudéng méc, phat sinh thi phan anh v€ phong Théng tin —
Théng ké dé kip thoi bao cao Lanh dao Trung tdm, dé nghi bd sung Quy ché cho
phtt hop véi tinh hinh thuc té./.
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